Print Form

WNYRIC STANDARDS

Add/Change Request Form

Submitted By:

Name Frank Rizzo School District Alden CSD Date 3/18/15

(716) 937-9116, 4240 Frizzo@aldenschools.or:

Telephone Number E-Mail ID

Hardware or Software Recommended Faronics Deep Freeze Products

Standards Category: New:

Existing: Software

Action Requested: Add:

Modify: Allow new licenses

Remove:
Product Name: Deep Freeze Cloud Connector
Product Manufacturer: Faronics
Product Description: Software used to manage computers

(Attach Product Technical Sheets)

Product Technical Sheet are attached for Deep Freeze and

the Cloud Connector Add-on piece.

Addiifonsl Comments: We are an existing Deep Freeze Customer and

want to add the Cloud Connector Option to our licenses




EVALUATION CRITERIA

A. Product Reliability

1. Vendor / Product track record

Faronics has been in business since 1998. Over 10 million licenses of Deep

Freeze sold world-wide in 2014.

2. Vendor support required Installation phone and/or email support

may be needed.

D Freez nsol i
3. Ease of use eep eeze console has a GUI interface,

very user friendly

4. Support required by RIC / school district

No support required by the RIC

5. Potential to become “White Elephant”

No, we have been using Deep Freeze with our computers for the past seven

years.




6. Training requirements

minimal. New functionality with cloud connector looks very easy to

set up in the GUI interface.

B. Product-Price / Acquisition

1. Cost effectiveness

One of the main features is the update feature for computers that are

deep frozen. The system allows us to update flash, java, firefox,

chrome in the background without having to unlock them.

2. Acquire via NYS Contract or local bid

current bid on OCM BOCES

3. Cost of operation and support

there is a yearly maintenance fee based on number of units ordered

4. Do any legal or contractual issues exist

None




C. Product-Relationship to Other Standards
1. Compatibility to existing Standards

Deep Freeze is already on the list

2. What other options are available

I do not see other options available that would not require a lot of

costly reworking of computer images K-12

3. Relationship to previous research and changes since that time
New Cloud Connector

D.
BOCES-Service Needs

1. Define and explain the current need

allow district to purchase ADD ON and licenses for Deep Freeze Cloud

Connector

2. What existing CoSer and RIC Service does it fall under
software

3. What is the scope and size of the school population to be served
K-12 (about 700 computers)

4. Instructional and/or administrative goal supported
Teachers can't use some educational websites when Adobe Flash is out

of date...

5. Results of survey determining school district interest in using this product
n/a

Signature of person making request ‘4’\/&/( LA %
. 7 =~/

Bottom of Form



Technical Data Sheet

Faronics
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About Deep Freeze

Deep Freeze preserves your computer configuration. Any changes - either malicious or unintentional- are reversed on reboot. This concept is
called Reboot-to-Restore, where each reboot restores the computer to its desired configuration. The desired configuration is controlled by an IT
administrator and the IT administrator has the ability to change the desired state.

How Deep Freeze Works

When Deep Freeze is in a Frozen state, any changes made to the computer are reversed
on a reboot each time. When Deep Freeze is in a Thawed state, changes made to the
computer, such as installing a new program or system updates are retained even after
areboot. Deep Freeze must be in a Frozen state for it to be protected. Deep Freeze uses
patented technology (US Patent #7,539,828 ). Technically, this is how Deep Freeze
works - Deep Freeze redirects information being written to the hard drive or partition
to an allocation table, leaving the original data intact. The redirected information on the
allocation table is no longer referenced once the computer is restarted, therefore restor-
ing the computer back to its original state at the disk sector level down to the last byte.

Customized Configuration

Configuration such as setting the Deep Freeze passwords, selecting drives to be Frozen,
creating ThawSpaces, setting the behavior for external hard drives, creating embedded events, scheduling maintenance and setting advanced
network options can be done by the Deep Freeze Configuration Administrator. Multiple customized installers with different configurations can
be created based on the requirement. The Workstation Install files are then deployed on to the workstations to control Deep Freeze actions.

Control over Managing Workstations

The Deep Freeze Enterprise Console (part of the Deep Freeze Enterprise/Server Enterprise) allows the IT administrator to manage Deep Freeze
on workstations over the network. IT administrators can Reboot Frozen, Reboot Thawed, deploy configuration remotely, lock keyboard and
mouse, and perform many administrative tasks like scheduled maintenance on the workstations. Administrators can also manage Windows
Updates and run their own batch files.

Multiple Security Features

Deep Freeze administrators must choose a unique ID called the Customization Code that encrypts all communication between Deep Freeze
components (Configuration Administrator, Enterprise Console, and Command Line). The Customization Code ensures that unauthorized ad-
ministrators are prevented from accessing or controlling a computer that runs Deep Freeze. Multiple Deep Freeze administrators controlling the
same group of computers must use a matching Customization Code. IT administrators can also assign up to 15 passwords or create One-Time
passwords that will expire after a single use on the workstation.

Retaining User Data

Users usually need to create and store their data on the computer. User data can be retained on a non-system drive or a virtual drive called a
ThawSpace. Data retained in a ThawSpace or a Thawed drive is not erased on reboot even when the computer is in a Frozen state. You can also
use Faronics Data Igloo (a free program) to redirect user profiles, folders with user data and registry keys to a Thawed drive.

Advanced Deployment Options

Installing the Deep Freeze Workstation Seed enables Deep Freeze Enterprise Console to communicate with the workstations where Deep Freeze
Workstation Install file needs to be installed. In addition to deploying the Deep Freeze Workstation Install file via the Deep Freeze Enterprise
Console, it can also be deployed as a Silent Install for rapid network deployment. Deep Freeze can also be deployed as part of a master image.

Flexible Network Architecture

Deep Freeze Enterprise/Server Enterprise can be deployed on multiple subnets and can also be managed from multiple locations by creating
multiple Enterprise Consoles. Customized Enterprise Consoles (with select features and options) can be created and distributed to multiple
administrators in your organization who manage different locations/subnets for enhanced security.

Compatibility with Third Party Management Tools

Deep Freeze Enterprise/Server Enterprise provides the Deep Freeze Command Line Control utility that can be used for Remote Management
with various third party management tools.



The following section lists the features and system requirements for the various flavors of Deep Freeze.

Deep Freeze Feature Matrix

Feature Standard Enterprise Server Server Mac
Standard  Enterprise

Protection

| Reboot Thawed and Reboot Frozen . [ . . . : .
| Guarantees 100% workstation recovery on restart . ‘ . . . | .
‘ Provides password protection and complete security . . . . .
| Protects Master Boot Record (MBR) . . . o)

\ Protects multiple hard drives and partitions - o o . 8

Integration and Compatibility

‘ Supports multi-boot environments . . .

. [ o
| Compatible with Fast User Switching 5 | . . . G
j Supports SCSI, ATA, SATA, and IDE hard drives . - o o o
' Single install for Windows XP, Vista and Windows 7 IR .

| Supports FAT, FAT32, NTFS, basic and dynamic disks " @ - ,

| Supports HES and HFS+ format ' =

Configuration Options

Create customized installation files ? i { [

. . |
| Pre-select Frozen Drives and selectively Freeze or Thaw fixed drives . o " ” .
Schedule automatic Restart/Shutdown times . A .
Restart the computer once the user logs off . -
Shutdown workstations after a preset length of inactivity 3 e
Schedule Thawed Maintenance periods to perform Windows Updates through the ‘ o »
| Internet or a SUS/WSUS server or run a custom batch file during maintenance
] Support for Apple updates i .
i‘ Set up to 15 passwords for using at the workstation or via the command line 3 ‘ = .
Schedule restart, shutdown, Wake-On-LAN, Freeze, Thaw and Thaw Locked tasks o s
dynamically to take place once or on a regular basis
i Change maintenance and restart/shutdown schedules on the fly S X R
| Power-on workstations using Wake-On-LAN technology . &
| Use Workstation Seed for workstation communication and installation : . ‘ ‘ 2 1 i
‘ Manage workstations easily with User Defined Groups o ® ‘
| Quickly populate multiple groups or sub-groups with smart automatic filters or import ° . L
groups from Active Directory |
‘ Remotely deploy, execute, and control software on workstations . . ‘
' Invoke system maintenance on demand with “Thaw Locked” mode = o
Update all pre-existing installation files automatically 3 5
j Launch RDP and VNC sessions through the Enterprise Console : 5 3
; Create Remote and Multiple Consoles with the Deep Freeze Server Service Manager S 8
‘ Instantly send notification messages to workstations ' 5 o
With Faronics Core, keep scheduled actions “active” to ensure updates on offline . 5 ‘
workstations
With Faronics Core, manage workstations with dynamic groups, perform actions on . 3

| workstation groups, view workstation activity status, and remotely wake-up offline
| workstations via the web

Security and Control

Encrypt all components with a unique Customization Code ‘ ‘ & . §
Preset multiple passwords to be used on a workstation or via the Command Line Control & .
| with varying activation and expiration dates
} Generate encrypted One Time or One Day Passwords A A
| Disable keyboard and mouse during maintenance periods or on demand - .
| Boot Control window provides ability for immediate reboot % %
T Al};se_éal-t—l‘lﬂl\;lcoﬂ; t; l;iét;—t_l1e ])(;t;prl:‘;ceze system tray icon - [ . ‘ 7 . . ) . 7




Feature Standard Enterprise Server
Standard

Server
Enterprise

Data Retention

Create ThawSpaces on a workstation that can be used to store programs, save files, or ‘ ‘ o ; " o
make permanent changes | ‘\
ThawSpaces can be visible or hidden f g i ! 2 |
Specify the size and file system of the ThawSpace ‘ v . ‘ ‘ ° e
 Windows Updates ‘ ‘ .
; Offers silent install option for rapid network deployment . - "
| Provides option to deploy on multiple workstations as part of a master image ‘ . . . . ‘ a
’ Communicate with workstations over a LAN, WAN, or combination | o | ! . i
Deep Freeze Command Line included in Workstation Installations @ ‘ . P
, Support for multiple ports for use with Server Service Manager 1 ° { . .
Interoperability Options
| Use Deep Freeze Command Line Control Utility (DFC) for remote management s : ‘ o {
v Integrate Deep Freeze protection into any Desktop Management Solution capable of . . . o ° "

| executing command line control (www.faronics.com/deep-freeze-integration)

Action Files

| Create XML-based Deep Freeze Action Files to interact with other programs via the Deep | A [ %
Freeze Console

| Administrators will be able to create, edit, download and share Action Files with other | ! & ! ] .

| users through Faronics Labs { !

Thawed Maintenance periods

Seamless malware definitions on workstations protected in a Frozen state with Faronics . ‘ ‘ -
| Anti-Virus

System Requirements

Windows XP, Vista, Windows 7, Windows 8.1 (32 and 64 Bit), Embedded 7 and 8 - @

Malware definitions for other anti-virus solutions can be easily retained through use of ‘ ' l
| | t

| Windows Server 2000, 2003, 2008, 2012 ‘ | i 3 : %

¥ ] |
1 0S X 10.4 (Tiger), 10.5 (Leopard), 10.6 (Snow Leopard), 10.7 (Lion), 10.8 (Mountain "

\ Lion), 10.9 Mavericks, 10.10 Yosemite

D

Faronics

About Faronics

Faronics delivers market-leading solutions that help manage, simplify, and secure complex IT environments. Our products ensure 100%
machine availability, and have dramatically impacted the day-to-day lives of thousands of information technology professionals. Fueled by a
market-centric focus, Faronics’ technology innovations benefit educational institutions, health care facilities, libraries, government organiza-
tions, and corporations.

Contact Faronics

| Vancouver (Head Office) _UsA R Europe

‘ 609 Granville Street, Suite 620, P.O. Box 10362 100, W. San Fernando St. Venture House, 2 Arlington Square, Downshire Way
Vancouver, BC, V7Y 1G5 Canada Suite 465 Bracknell, RG12 1WA, England
Call Toll Free: 1-800-943-6422 San Jose, CA, 95113 Call Local: +44 (0) 1344 741057

| Call Local: 1-604-637-3333 Call Toll Free: 1-800-943-6422

‘Web: www.faronics.com

Last Modified: March 2014. © 1999 - 2014 Faronics Corporation. All rights reserved. Faronics, Deep Freeze, Faronics Core, Faronics Anti-Virus, Anti-Executable, Faronics Device Filter, Faronics Power Save, Faronics
Insight, Faronics System Profiler, and WINSelect are trademarks and/or registered trademarks of Faronics Corporation. All other company and product names are trademarks of their respective owners.



Deep Freeze Cloud Connector - Faronics 3/18/15, 1:25 PM

v DEEP FREEZE CLOUD Login Free Trial
(https://deepfreeze.céinttfhct ey fregire. com/Accour

Faronics
(http://www.faronics.com/)

i

partner-porta

For Existing Customers

Deep Freeze Cloud Connector

Instantly webify your console

Unlock loads of benefits Activate your account now

Overview Mobile App  Software Automation  Usage Stats  Unified Control Center ~ Layered Security ~For EDU  Pricing

Webify your Console with one click, zero installation

Unlock loads of features of our cloud offering

Webify Your Console Mobile App

Web enable your Deep Freeze console with one click, zero Securely Freeze and Thaw using a mobile phone.
installation. Manage Deep Freeze computers from anywhere,

anytime.

» Real time Deep Freeze Actions Freeze and Thaw

» 2-Tier Authentication Unique QR Code
» High availability with AWS Push Cloud Agents
» Centralize Deployment Secure Sign-in

Add Tags

Multi Platform Support
Routine Actions

$'Y e 'O W

Software Automation Usage Stats

Automatically install and update popular products across Get detailed reports on which computers or software are
Deep Freeze computers.

http://www.faronics.com/deep-freeze-cloud-connector/ Page 1 of 3



Deep Freeze Cloud Connector - Faronics

* Auto Update Popular Products
» Set desired Schedules

» No dependency on Deep Freeze
» Schedule Windows Updates

» Unified Maintenance Task

» Expanding list of Software

» Advance Batch File Automation

Unified Control Center

One console to Secure, Update and Manage

» Centralized Deployment
» Remote Management

» Integrated Monitoring

» Policy Orchestration

» User Role Management

» Multi-site Management

*» Scheduled Deployments
» Organize using Tags

being used the most.

» Login Summary Report
» Software Usage Report
» Computer Usage Report
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Layered Security

True full endpoint protection for airtight defense against
threats

» Controlled User Lockdown

* Anti-Virus

* Application White Listing

* Advanced Intrusion Protection

* GPO based User Desktop lockdown

» Printer and Network Access Management
* One click KIOSK mode

3/18/15, 1:25 PM

http://www.faronics.com/deep-freeze-cloud-connector/

Page 2 of 3



Deep Freeze Cloud Connector - Faronics 3/18/15, 1:25 PM

http://www.faronics.com/deep-freeze-cloud-connector/ Page 3 of 3



